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2022 ADDENDUM TO ADMINISTRATIVE SERVICES ONLY (ASO) AGREEMENT ON DATA OWNERSHIP, ACCESS, SHARING, AND TRANSMISSION






















DISCLAIMER:  This Addendum is provided for informational purposes only. Before Purchaser makes any decisions as to whether to use this Addendum in whole or in part and to understand the legal implications of doing so, Purchaser should consult with a qualified legal professional for specific legal advice tailored to its situation. 

Improving the Value of Health Care Benefits through Data Stewardship

This Addendum is made and entered into this [#] day of [month], 202x, by and between [carrier or third-party administrator name], hereinafter called "Administrator," and [employer or other health care purchaser name], hereinafter called "Purchaser."

For the purposes of this Addendum, the term "Provider" shall refer to all health care providers for which there is health care spending.  In addition, the term "Plan Participant" shall refer to Purchaser's covered population, such as employees, dependents, and retirees, who are eligible to receive their health benefits under the Group Health Plan (“Plan”).
I. Introduction  

Purchaser sponsors a Plan as defined by Employee Retirement Income Security Act of 1974 (ERISA), Public Health Service Act (PHSA), or [other regulating body/legislation] under which eligible employees and retirees can enroll in health insurance coverage.  Purchaser sponsors the Plan to ensure that Plan Participants have coverage for and access to comprehensive, high-value health care.  Purchaser manages the operations of the Plan, including managing the Plan’s assets as its fiduciary.  Administrator provides third-party Plan administration services to Purchaser, which are described in the Administrative Services Only (ASO) Agreement entered into between the parties effective on [fill in effective date of Agreement here].  

To improve the value of its Plan and experience for Plan Participants, Purchaser requires Purchaser-specific data, i.e. data that are specific to Purchaser and its health plan participants, to support itself and for its other vendors of health care services (“Business Associates” or “BAs”) with whom Purchaser contracts and maintains up-to-date Business Associate Agreements (“BAAs”), as defined under Health Insurance Portability and Accountability Act of 1996 (HIPAA) and ensuing guidance of the law.  Purchaser-specific data supports Purchaser and its BAs’ efforts to improve health care value, helping Purchaser analyze existing and potential strategies, direct Plan Participants to cost-effective and/or high-value providers, and enhance Plan Participant support, among other uses.  

This Addendum outlines Purchaser's expectations for how Administrator shall facilitate progress towards greater efficiency in data stewardship between Purchaser, Administrator, and Purchaser’s BAs in these areas: 
1. Data Ownership and Administrator’s Obligations to Purchaser
2. Data Sharing and Administrator’s Obligations to Purchaser’s BAs
3. Administrator’s Commitment to Data Reporting to State-Based All-Payer Claims Databases
4. Administrator’s Commitment to Data Transmission & Infrastructure Enhancements

Administrator will use reasonable efforts to ensure that these obligations and commitments apply to all benefits offered under the Plan and administered by the Administrator, as applicable, to the extent such implementation is supported by the ASO Agreement and any Scope of Work related thereto.  

Administrator will make best efforts to fulfill the obligations and commitments inscribed in this Addendum and report on progress with transparency and regularity.  Unless otherwise specifically noted herein, Administrator shall comply with the obligations and commitments set forth in this Addendum in accordance with the timelines established for each initiative.  Failure of the Administrator to materially meet these obligations and commitments by the applicable dates set forth in this Addendum may be considered grounds for Purchaser non-renewal of the ASO Agreement.

II. Obligations of Administrator

To advance the Purchaser expectations stated above, Administrator shall commit to actions across the following strategic priority areas:

1. Data Ownership and Administrator’s Obligations to Purchaser

Administrator shall acknowledge that Purchaser owns its individual claims and clinical data, remove any existing barriers that obstruct Purchaser’s access to its data, cooperate upon Purchaser’s request to provide data in a timely manner, and thereby enable Purchaser to fulfill its Plan fiduciary requirements.  The following provisions around Purchaser’s data ownership shall apply:
1. Purchaser-specific individual claims and clinical data.  Purchaser owns all Purchaser-specific individual claims and clinical data, defined as Purchaser’s complete, individual, unredacted data, including pre-processed claims, post-processed claims, and clinical data.
Purchaser-specific derived data.  Purchaser owns all Purchaser-specific derived data, defined as Purchaser’s individual data that has been applied, in whole or in part, to yield insights or intelligence.
Administrator’s internal use of data.  Purchaser grants to Administrator non-exclusive access to use Purchaser-specific deidentified individual claims and clinical data and derived data for internal activities of benefit to Purchaser, including, but not limited to, staff training and maintaining a robust benchmarking database.  
Administrator’s disclosure of compensation for use of Purchaser’s data.  Administrator shall disclose to Purchaser direct and indirect compensation it receives for its use of Purchaser’s individual data to provide consultative, benchmarking, or other services that rely upon Purchaser’s individual data. 
Administrator’s external use of data.  Purchaser grants to Administrator non-exclusive access to use Purchaser’s claims and clinical data in aggregate (i.e., with Administrator’s other customers) for external reporting.  Purchaser grants to Administrator exclusive access to use Purchaser’s individual claims and clinical data for external data fulfillment as required by law.  For any other external uses or provision of Purchaser data beyond Purchaser’s contracted BAs, Purchaser requires Administrator to notify Purchaser, in writing, prior to selling or licensing Purchaser’s deidentified individual claims and clinical data to a third-party. Purchaser shall have the option to suppress the sale or licensing of its data, on a case-by-case basis.
Purchaser’s right to audit.  Purchaser shall have the right to select an auditor of its choice to audit for data accuracy and audit processes for loading and distributing data to Purchaser’s BAs.  Purchaser agrees to conduct no greater than one audit per Plan Year unless an audit uncovers substantial issues and requires a re-audit.  


2. Data Sharing and Administrator’s Obligations to Purchaser’s BAs
Purchaser, in sponsoring an ERISA Group Health Plan, abides by the regulations cited in HIPAA.  As a covered entity, Purchaser contracts with BAs who support Purchaser’s efforts to deliver high-value health care to Purchaser’s Plan Participants.  Purchaser maintains HIPAA privacy and security compliance through up-to-date BAAs, among other requirements, with its BAs.
Historically, BAs have also experienced challenges in their efforts to obtain and use Purchaser’s data for fulfilling contractual obligations.  Administrator shall remove existing barriers to data access and use among Purchaser’s BAs and shall cooperate with Purchaser and/or BAs to provide data to BAs in a timely manner.  The following data access and use commitments shall apply: 
1. Purchaser maintenance and provision of BAA.  Purchaser agrees to maintain up-to-date BAAs with each of its BAs and agrees to provide to Administrator the date of the existing BAA for a BA when requesting data on BA’s behalf.
[bookmark: _Hlk90639296]Administrator’s rationalized and disciplined application of data use agreements (DUA) and non-disclosure agreements (NDA).  Administrator agrees to use a single DUA or NDA to cover all data access and use requests from Purchaser and each of its BAs. In addition, Administrator commits to the following specifics with regards to its DUAs and NDAs:
1. Administrator shall require a DUA and/or an NDA for the sole purpose of protecting Administrator from liability under current laws and regulations.
2. Purchaser retains the right to review any and all Purchaser-specific NDAs and/or DUAs between Administrator and Purchaser’s BAs prior to execution.
3. Any allowances and rights enumerated in this ASO Addendum shall not be invalidated, obstructed, or otherwise circumvented by Administrator’s DUAs and/or NDAs with Purchaser and/or Purchaser’s BAs.  
Enumeration of data elements for use by Purchaser and Purchaser’s BAs.  Administrator will provide the Purchaser and Purchaser’s BAs with Purchaser-specific data as defined by federal regulations:  
4. An appropriate Plan Participant identifier (e.g., member ID, unique ID for fully insured, and/or social security number for self-insured).
5. Accurate Provider demographic data, including Provider name, Provider clinical designation(s), Provider office/servicing address, and National Provider Identifier (NPI) number for rendering Provider.
6. Accurate Provider network status, including the networks in which a Provider participates (e.g., broad network, tiered network, high-performance network, narrow network, center of excellence, accountable care organization).
7. Financial data, including billed amounts, allowed amounts (prior to Plan Participant cost share), Plan Participant cost share (deductible, co-pay, co-insurance), and paid amounts by claim
8. Clinical data, including diagnosis codes, prior authorization/pre-certification, admission, discharge, and transfer data.
9. Sensitive conditions/treatments (e.g., mental health, substance use disorder, HIV, genetic testing) displayed as the most precise service code(s) and any other data element contained in the claim or encounter transaction. 

Uses of data by Purchaser and Purchaser’s BAs.  Purchaser and/or Purchaser’s BA shall have unrestricted use of Purchaser’s individual claims and clinical data unless otherwise prohibited by local, state, or federal law for the following uses:
10. Benchmarking.
11. Comingling of claims data with other employer-purchasers’ claims data.
12. Conducting opportunity analysis.
13. Conducting cross-carrier analysis.
14. Conducting Requests for Information (RFIs) or Requests for Proposals (RFPs).
15. Contracting with business coalitions or collectives.
16. Contracting directly with accountable care organizations, centers of excellence, or other Providers.
17. Creating a Purchaser-specific price and quality transparency tool.
18. Creating a Purchaser-specific health care comparison database.
19. Creating any type of network and/or plan comparison.
20. Directing, i.e., steering, Plan Participants to high-value Providers.
21. Evaluating a clinical management strategy.
22. Evaluating a narrow network.
23. Financial analysis, including evaluating pricing and margins.
24. Conducting Plan fiduciary activities, e.g., auditing.
25. Transitioning to a new third-party administrator (TPA).
[bookmark: _Hlk90640885]Initial data transmission to Purchaser and its new BAs.  Administrator shall transfer at least three years (36 months) of individual claims and clinical data within ten (10) business days to Purchaser and to the BAs of Purchaser’s choice, upon request. The fee for this transfer is [included in/excluded from] Administrator’s administrative fees.
Ongoing data transmission to Purchaser and its BAs.  Administrator shall transfer monthly individual claims and clinical data within five (5) business days to Purchaser and to the BAs of Purchaser’s choice. The fee for this transfer is [included in/excluded from] Administrator’s administrative fees. 
End of contract data transmission to Purchaser and its new TPA. Administrator shall transfer at least three years (36 months) of individual claims and clinical data to Purchaser and to the new TPA of Purchaser’s choice, upon request. The fee for this transfer is [included in/excluded from] Administrator’s administrative fees.
Flexibility for payment of ad hoc data requests.   To the extent it is legally permissible and where a fee is applicable, Administrator shall allow Purchaser to use broker-consultant commissions and/or fees surplus funds to pay Administrator for fulfilling ad hoc data requests.
Data reciprocity.  Purchaser commits to working with its BAs to share BA data with Administrator that is helpful for Administrator to perform its services for the Purchaser.  Such data may include, but may not be limited to, reporting, analytics, benchmarking, Plan Participant interactions and use of services. Administrator shall not use the data for any other purpose than to perform its services for the Purchaser.   

3. Administrator’s Commitment to Data Reporting to State-Based All-Payer Claims Databases 

Purchaser shall have the option to contribute its claims data to any or all state-based all-payer claims databases (APCDs) of Purchaser’s choice.  Administrator shall commit to:
1. Contributing the Purchaser’s data to state APCD(s) when this ASO addendum is enacted or in the future, upon instruction from the Purchaser. 
Encouraging states to adopt a standard data layout, such as APCD Council’s Common Data Layout.
Charging only for the cost of contributing Purchaser’s data to state APCD(s), commensurate with the time and effort necessary to program and/or update a Purchaser-specific machine-readable file and submit to either the Purchaser or directly to state APCDs on a monthly basis.  
Complying, as applicable, with the Departments of Labor, Treasury, and Health & Human Services on voluntary APCD data submissions on behalf of self-funded purchasers. 

4. Administrator’s Commitment to Data Transmission & Infrastructure Enhancements

Rapid changes in technology require continual progress toward faster, more secure data transmission.  Given the privacy concerns of Plan Participants’ protected health information and the urgency of timely data to allow Purchaser and its BAs to evaluate and implement high-value strategies, Purchaser expects ongoing investment by Administrator in gold-standard data transmission.  Administrator shall commit to ongoing, substantive investment in data transmission, including the following: 
1. Use of a secure, standardized machine-readable file.  Administrator shall send a machine-readable file in a mutually agreed upon format to Purchaser and its BAs, in compliance with HIPAA Privacy & Security standards for both storage and transmission. 
Machine-readable file quality control.  Administrator shall maintain a rigorous quality review and control process for the machine-readable file and provide documentation of process upon Purchaser’s request.
Machine-readable file completeness guarantee.  Administrator shall place administrative fees at risk guaranteeing the completeness of Purchaser’s machine-readable file.  Refer to Performance Guarantee section of Purchaser’s ASO Agreement for performance standard and fees at risk.
Machine-readable file consistency guarantee.  Administrator shall place fees at risk guaranteeing the consistency of values within every column and/or row of Purchaser’s machine-readable file.  Refer to Performance Guarantee section of Purchaser’s ASO Agreement for performance standard and fees at risk.
Implementation of Application Programming Interface (APIs).  APIs offer a secure and reliable method to transfer data between stakeholders.  API use will accelerate the transfer of data, enabling more real-time action to address gaps in care and high-value referrals. Administrator commits to implementing this data transmission capability if it has not already done so.

5. ACKNOWLEDGEMENT 
[OPTIONAL SECTION.  Include if the ASO Agreement does not address this issue generally.]
Administrator acknowledges that the Purchaser is relying on Administrator’s expertise and partnership in facilitating data stewardship as described in this Addendum, and that Administrator confirms that it will use its best efforts to achieve the objectives set forth in this Addendum.  Apart from circumstances where Purchaser has established a direct contract with a Provider, Administrator and Purchaser agree that Administrator has full and complete responsibility for negotiation, execution and maintenance of the contracts governing its Provider network and that the Purchaser has no authority with respect to or control over the terms of such contracts, including methods and rates of payment and evaluation of Provider performance.
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